Hey Siri! How do you Increase
Accountability and Safety in
Stalking Cases?
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Objectives

o |dentify strategies to investigate cases
involving digital evidence when there is no
access to a forensic investigator

» Define safety strategies for victims in cases
iInvolving fechnology-facilitated abuse

e |llustrate ways for law enforcement and
advocates to collaborate to increase safety
and accountabillity in fechnology-facilitated
abuse cases.
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Tech-Facilitated Stalking
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SURVEILLANCE LIFE INVASION

*Smart home devices
*Tracking software/GPS

'Cameraslrecordings

Unwanted contact
online, texts, calls

-|mpersonating victim

'Munltorlng activity online -Hacking victim accounts

*Access to accounts

INTERFERENCE @& @ INTIMIDATION

'Pnsting private phntns or info «Blackmail

*Spreading rumors Sextortion

*Doxing, swatting *Threats - release false private info

*Controlling accounts *Threats - interfere with property,

-Pnsing as victim and creating harm emplnyment, other

eThreats - harm online



Mechanisms of TFS

E they OWN something they ACCESS something

® Abuser owns device/account tpohzs;‘:ﬁ;_l:/kcecéegzi?ciccess

® Shared account/device Remotely “hack” via

) 5:31::1% or gifting the survivor the security questions/passwords
Install spyware/ “dual-use” app

=
they CONTACT someone they SHARE somethin

< Ca”/text/message victim or

friends/famil _ Blackmail by threat of exposure
® Post harmful content pub||c|y “Doxxmg” victim _
(.e.g, threaten violence) Non-consensual intimate images

o Proxy harassment Fake Froﬁhes/advertisements of
g “Spooﬁng” sexual services




TFV: Stalkers can cause harm if...

l;#;_*_;#

'E they OWN something they ACCESS something

Physical/coerced access

® Abuser owns device/account
® Shared account/device

* Buying or gifting the survivor the

to unlocked device

Remotely “hack” via

security questions/passwords
Install spyware/ “dual-use” app

devices

ADVOCACY



TFV: Stalkers can cause harm if...

they CONTACT someone they SHARE something

Ca”/text/message victim or

friends/famil Blackmail by threat of exposure

Post harmful content pub|ic|y
(.e.g, threaten violence)
Proxy harassment

"Spnoﬁng”

“D N ”» o

oxxing vn:tlm_ : :
Non-consensual intimate iImages
Fake Froﬁhes/advertlsements of

sexual services

LAWENFORCEMENT



Unique Features of TFS

Old stalking, new methods -- and some unique features:

* Extend reach over time and space
© Reach intimate spaces, resurface after years, more

opportunities

® |ess accountability
© Anonymity, seen as “less serious,”
often thwarts existing protections

MESSAGES

Hey! I don’t know if * Crowdsourcing attacks
you remember

me...but | think we

went to high school . . . . .
together? Anyways, e Entrench existing inequities

| saw your pics and
was thinking about O SaFety features and resources are

typically resource-gated

7~ ™\ Have vou heard



Simple Methods, Big Harm

Stalkers often overstate their abilities with
technology as a form of manipulation

® Most TFS makes use of simple tools,
like third-party apps or social media

® These simple methods can be very
powerful especially when they
circumvent normal protectlons

J©@
v/

But simple methods can also stop stalking




Strateqies for Investigations

* |[dentify and comprehensively document stalking
behaviors

 Effectively document and capture the victim’'s

feelings, experience, and understanding of what
has occurred

* Present options to bring the victim in for a follow-
up interview

* |[dentify what the victim has and what is needed

* Involve advocates as early in the investigation as
possible

* |dentify when you will need tech or additional support
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How Can | Use Elecironic Evidence?
Stay Offender-Focused

* [llustrate offender's manipulative behavior

* Focus on offender's prior bad acts to show intent,
absence of mistake or accident or attitude toward
victim (404(b) evidence)

« Highlight power differences between offender and
victim

« Rebut offender's claims (victim seeks revenge, is lying,
etfc.)

 Demonstrate prior consistent statements

« Explain counterintuitive behavior (failure to report,
returning to offender)
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Questions for Survivors: Ownership

* Who typically bought or set up the survivor's tech?
© Did the stalker buy/gift the survivor watches, headphones?

e Who pays for the survivor’s phone services? Who is the
account holder?

¢ Are there children involved who have o
electronic devices? %
o Who bnught and set those up? “‘
O |s there a custody arrangement in play?

* Did the survivor leave behind phones,
tablets, computers?
© What did they use those devices for?
Checking}email or accessing sensitive
accounts!




Questions about Access

Did the stalker...

...have a history of sta|king/seem to know the survivor's location
too well?

...make the survivor show them their
hone, online messages, emails?
P 9 ges,

...ask or coerce them to share passwords
or unlock codes?

...seem like they knew the content of the

SUFViVOI"S messages?

...have access to children's devices?



Unidentified Caller
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*67 Calls: TrapCall (trapcall.com

Features Support Log In

041 AM

Take back your privacy with TrapCall om

Reveal unknown callers, blacklist them and even record their calls!
TrapCall will even find their Name & Address and let you know if you
missed any calls!

Try Free for a Week

Say ‘No’ to blocked calls.

Forever. No Caller ID (503) 950-4341

With TrapCall's patented technology you will always
know who is behind anonymous blocked caller ID.
Just decline the call and let us work our magic. Calls
ring back to you unmasked in just a few seconds.

.. . 10:14 AM
O Tvpe here to searc = e %
H Type here to search = A NG 5/18/2020










Documenting Anonymous Calls

TrapCall - paid app that reveals the caller ID
of blocked numbers. Other services:
MaskOff, BaseCaller—YMMV

NumLookup - a free service at ';E) Num'_ggkup

www.numlookup.com that will pull
callerID as well as subscriber platform
(e.g. AT&T, TextNow, Google Voice)



http://www.numlookup.com/

Text Now and App-Based
Communication

*\We get a lot of Text Now or app-based
phone calls and texts

*Using Freecarrierlookup.com
*Search.org

*Context of the message

*Is there a significance of the calls?
*Screenshots are important!
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Act Fastl

Subpoena/court record/search
warrant for...

*Victims phone

Suspect’s phone

*Financial records

The company themselves
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Two Components to Phone Security

« Compromise of the

device itself
- Fixed by getting a new
device or factory reset WELCOME BACK
« Compromise of accounts el e ST
on the device
- Persists across new (usemame )
devices or reset, needs (e

MERTEIRGEIEY,
- “Chases" the survivor
across devices




Shared Phone Plans

Whoever owns a phone plan can:

® view phone numbers called or texted (but not content)

o Fu||y take over and/or disconnect the victim’s phone
number

® if set up correctly, turn on location tracking

Message type

0648 P

01-40 PA

06:08 PM




Safe Connections Act

o Safe Connections Act: a federal law granting a victim
the right to leave a phone plan without fees, charges,
knowing the PIN, or alerting the owner.

(@)

Must provide written attestation from a support worker or
copy of a police report or restraining order to attest to DV

status.
Most phone companies have dedicated customer service to

this: e.g. https://www.verizon.com/support/domestic-
violence/



https://www.verizon.com/support/domestic-violence/

Securing a Phone: Account Issues

Log in

ﬁ My Location Y/ |

Sharing

Passwords or Iog in
methods are not
safe

Settings to “share,”
such as “Share
Location,” are unsecure

Apps

—_—
|/ ‘.I
DOORDASH

y
= e 3
i et o
foi J;_.I' 3

z ¥
i

Apps on the device
are shared or use an
unsecure Iogin



Account Safety: Secure Logins

® |Important online accounts s
include e-mail, social & ni e C Apple Account Device nfo
media, messaging, financial,
e-commerce

u WMedia & Purchases

n Sign in with Apple

Dana's iPhone

4 Dana'siPhone

® Check for unknown log-ins -
- and document and then BLF-HpB480
remove unfamiliar devices v Seral Number
© Usually in Settings el
© |s there another phone,
|a|:>top, etc. |og ed into the Dana's iPhone
client's email, 1ICloud? N rpr—
" Would it be safe to
remove it?
® Should we document

that access?

Dana's iPhone

Contact Key Verification




Account Safety: Secure Logins

[% Changing passwords to accounts goes a |ong way %

° Strong passwords are not based on personal information
© No favorite sports teams, pets, birthdays
© Use a random combination of letters and numbers
© Write it down somewhere safe or use a password manager

e Classic security question answers are not resistant to

stalkin
o Stalkers may already know or can learn information like the
victim’s mother’s maiden name, first car, city where born

® Be realistic! A password manager Isn't right for everyone

e Use 2 Factor Authentication



an
e
Android and Gmail users should Apple users should update their
use Google’s Security Checkup phones and use Apple’s Safety Check

' Quick Exit

Security Checkup

Wou have security tips SafEty ChECk
If circumstances or trust levels change,

Your ssved o ) Safety Check allows you to disconnect from

I__i'urh‘ F people, apps, and devices you no longer

LNBCK YOUI pas s

ek yourpe want to be connected to.

Learn more...

Safe Browsing
Turn on Enhane afe Browsing

Where you're signed in

Recent security a
Ma activity in the las

Sign-in & recover
- ¥ Manage Sharing & Access

2-Step Verification is on
and

Your third-party connections




Always Do a Gmail Safety Check

A Gmail account is connected to and controls the key
safety elements of an Android phone! A Gmail account is

also the key to MANY other important accounts for
password reset.

e Go to https://myaccount.google.com/security-checkup

o Review all tabs, including location tracking and signed in
devices

o Or type "Safety Checkup" into google and go to checkup

e Check access, sign-in, recovery, and sharing - including email
forwarding or linked accounts


https://myaccount.google.com/security-checkup

Apple Safety Check

 Where?
o Settings > Privacy and

Security > Safety Check
* Why?

© Location tracking, text
messages, phone call
history, e-mails, credit
cards

o Highest risk!

v
Safety Check

If circumstances or trust levels change,
Safety Check allows you to disconnect from
people, apps, and devices you no longer
want to be connected to.

Learn more...

Emergency Reset

Manage Sharing & Access

_J di—




Location Tracking
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Global Positioning System
(GP__S) Devices
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bwgg How It Works  Product =~ Community

You're Not The Only One
With Resolutions...

Make it a great year for you and your best
friend with a Tagg GPS Plus Pet Tracker

}h. N \
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‘\* ﬂfi‘i»'ﬂh" 3

% 1
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FEATURED ON

Elhe

‘\! !’. WSJ New 1Jork
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GPS Documentation and

e Tracking
software

e Tracking
websites

| Computer ‘ }

Evidence

Phone

e Apps
e \Websites

e Call-in
numbers

e Texts

‘ | Financial Data

e Equipment
purchase

e Real time
tracking
service
charge
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AirTags and Tile Devices
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Apple Find My

Items Detected With You

Unknown AirTag
J‘O First seen today at

Items Detected With You




Victim’s View

AirTag Detected Near You

First seern with you 50 minules agoe

> k3

Play Sound
Locate AnTag

»

Pause Tracking Motifications
Daon’t notify me about this AirTag

nstructions t

Ail’TﬂQ Detected Near You 1T this AirTerg b nol faniar b yow, [earn how o disaide it and

First sean with wou 51 minutes ago st shariceg Sour lesatice,

® ®

Play Sound Find
Lacate AirTag Nearby

»

Pause Tracking Motifications
Dan't notity me abowt this AirTeg




FINDING

Steve's keys




If you have items tems

. Old AirTag

associated with
your account

.. Jenn’'s AirTag

w




If you DO NOT have items associated with

your account

£ ﬂ DO

Keep Track of Your
Everyday Items

Add accessories or other items that are
compatible with Find My and they will appear
here.

Swipe up to make “Identify

Found ltem” option appear

3 e Add Item

Identify Found Item
Add Item '’ '







About This AirTag
Serial Number: ABCDE12FG345

Owner: (***) ***-§

An AirTag is used to keep track of
everyday items like keys or a bag.

The serial number is registered to the
owner of this AirTag. If this AirTag is not
familiar to you, learn how to disable it and

stop sharing your location.

Instructions to disable »

& found.apple.com




Non-consensual
Distribution of
Infimate Images
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Nonconsensual Image Resources

|ma e Abuse Helpline:
4 878-227

Cyber Civil Rights Initiative CyberC|V|IR|ght5 -org

DeFeNDeER Y

DMCADefender.com




Safety Strategies

LETT':'C SPARC



Safety Planning

*Social media presence: be practical
and understand how to be the most
secure with survivors (is it really privatee)

 Finding frackers and tracking apps
SMmartHomes and account information

New email account for evidence

Documentation, reporting, and
validation- safety planning is perhaps
most important for mental health.

USTIN
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Basics of Tech Safety Planning
« Include technology as part of
core safety planning

« Ask guided questions that are
grounded in behaviors, tactics,
and concrete elements of the
relationship, to help survivors
remember to think about their
technology




Tech Issues After Family Separation

Many victims stay in their home and are navigating
separation that includes child custody or one party
moving away from the other.

Examples:

® Who set up devices? Who
bou ht/giI!::ed the victim watches, .
heajphones? Who pays the utilities .
that charge devices?

e Are there children involved who have
electronic devices?

e Will the victim be staying in one or
more physical location(s) that the
stalker had access to?

® |f moving, will the victim be leavin
behind phones, tablets, computers




Help Map Out Devices

* Alarge part of tech services is helping victims
remember devices!
© When you ask about what technology they use,

victims often just say “my phone’

* Give examples. Frequently forgotten:

a2 N\

%\

\. AN
Old Devices Shared Desktop  Gifted Devices

Still in Home Computers




Help Map Out Devices

4 )
©) W=
(&)
OB
\_ _J
Watches Children’s Devices Cameras
(s N\ 7 N\ /(-

Z S =

g
\_

Smart Home Laptops & Tablets Old Devices Shared Deskto

Devices Still in Home Computers




High-Risk Scenarios

« Highest risk scenarios are often when a
survivor is planning an exit, moving through
a shelter service, or trying to obtain long-
term protections.

« The two biggest tech concerns are typically
safe communication and location. .\




Establishing Safe Communication

e \What does the survivor use to communicate? An iPhone, an
Android? Do they EVER share information via social media apps
like WhatsApp or Instagram?

e Do you have access to resources to secure those methods OR
can you help the survivor set up safe methods of
communication?

Survivors often need to be prompted about methods of
communication and frequently forget to include key elements.

WhatsApp

Signal Discord Instagram

Bl fo

SnapChat

TikTok Facebook Telegram



Establishing Safe(r) Communication

« Option 1: Secure the victim’s existing

communication methods
- Will require moderate comfort with technology, at
least enough to walk through a guide

« Option 2: Create a parallel communication

method
- Treat all other digital communications as unsecure

- Typically do not want to get rid of existing methods
(why?)



Tips for Documenting

ecoo 8] 1) Capture the whole screen, and don't

< Messages Details

crop, edit, or otherwise alter
screenshots or images

Agreed. But that great wine

e Mooy a0t o 2) Try toinclude a timestamp for
Swipe to the left messages

Fingerprint activation needs
both hands to setup. Huh?

3) If a phone number is involved, delete

No. Y d littl
the contact card to show the phone

Yeah but then can only unlock number, nOt d n|Ckname

with one hand.

Thumb and index on each hand
is best

Then set up several finger. 4)

Look up the phone carrier and any
other related information you can get
Gotcha. Probably just both for free

thumbs

5) Keep a well-organized and annotated
log of screenshots



Evidence
Considerations
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Collecting Evidence

Whether a survivor is ready to file a report or noft,
collecting evidence keeps that option open by
establishing:

» course of conduct crimes like stalking and
harassment

e the intention to cause emotional, financial harm

» nature of relationship (reasonable expectation of
privacy’)

* which platforms might have additional evidence

USTIN
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Cell

Emails

Internet
history

J

Synced
information

Text
messages

i

.

Photographs

~

J

Vs

.

3rd-party
applications

~

J

Social

media

Online posts
and
comments

-~

Photos,

— videos, and

memes

~

Direct
messages

Internet

of things

GPS

Fitness
trackers

Gaming
systems




Preservation Lelters

* IMPORTANT: If you are going to seek records through a
court order or a search warrant, you should send a
preservation letter as soon as you are reasonably
certain you are going to seek the order or warrant

* The federal code requires the provider to honor your
preservation letter, so long as your request is not
unusually onerous

* Unless your state has “opted-out” by law, your state
can take advantage of this tool, which may be used
by any "governmental enftity”

* 18 USC 3077(6) means: “the Government of the
United States, any State or political subdivision
thereof, any foreign country, and any state,
provincial, municipal, or other political subdivision of

a foreign country” .
L

TECH




Preservation Lelters

1) In general.— A provider of wire or electronic
communication services or a remote computing
service, upon the request of a governmental
entity, shall tfake all necessary steps to preserve
records and other evidence in its possession

pending the issuance of a court order or other
Process.

2) Period of retention.— Records referred 1o in
paragraph (1) shall be retained for a period of 90
days, which shall be extended for an additional

90-day period upon a renewed request by the
governmental entity.

USTIN
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Subpoenas

e Subscriber
information

 Transaction

history
* |P addresses

Court orders

» Wiretaps

* GPS tracking

* Non-
disclosure
orders

Search
warrants

* Cell phones
« Computers
» Social media

e Cell-site
L ocation
Information
(CSLI)




NATIONAL
RESOURCE CENTEROIN
' CYBERCRIMES
AGAINST INDIVIDUALS

AEQUITAS




Key Takeaways

 Include questions about dynamics around
technology early on

* Help victims stay organized and document,
document, document
* Help consider all devices

» Basic checks are highly effective

» Secure passwords, owning utility plans, and platform
guided walkthroughs probably fix about 80% of fixable
compromises

- "Narrow corridor": Be aware but grounded

USTIN
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Resources

- Walkthroughs and Guides:

» Clinic to End Tech Abuse Guides (user-friendly)
* Apple SafetyCheck

« Google Security Checkup

 Meta Privacy Center

* Phone plans: Verizon, AT&T, T-Mobile

* Right to Be's guide to online harassment

* Non-consensual Intimate Images:
« Cyber Civil Rights Initiative
* StopNCll.org

TUSTI



https://www.ceta.tech.cornell.edu/resources
https://support.apple.com/guide/personal-safety/how-safety-check-works-ips2aad835e1/web
https://myaccount.google.com/security-checkup
https://www.facebook.com/privacy/center/
https://www.verizon.com/support/domestic-violence/
https://www.att.com/scmsassets/support/other/ny_domestic_abuse_affidavit.pdf
https://www.t-mobile.com/support/account/keeping-customers-safe-connected
https://righttobe.org/guides/responding-to-online-harassment/
https://cybercivilrights.org/
https://stopncii.org/

www.StalkingAwa reness.org

® Practitioner guides
® Training modules
e Victim resources

e Webinars

Sign up for our Newsletter!

© f X @FollowUsLegally




Clark County

Sgt. Denise Jones Sheriffs Office

L aw

-nforcement Consultant

\ W

B.‘ DJones@ClarkCountyOhio.gov

S

< StalkingAwareness.org

STALKING
. PREVENTION,
- AWARENESS,
AND RESOURCE
CENTER



Jennifer Landhuis ms.

Director

‘. 202-819-1391
B‘. Director(@StalkingAwareness.org =i

S

< StalkingAwareness.org

STALKING
AND RESOURCE
SRS @FollowUsLegally
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